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https://fdhint.com/about


Funded by NSF grants #1550284, 1748395, 1916585, 2028999, 2139391, 2333532;  NIH AIM-AHEAD;  US Department of Transportation

• Established in 2015 as a community convener, 

collaboration hub, and catalyst for data science 

awareness, education and innovation.

• Our mission is to build a diverse, equitable, and 

inclusive community for data science learners, 

educators, researchers and professionals with 

open, free, online, accessible resources.

• 11,637 individuals from1,541 organizations, in all 

50 U.S. States, plus Puerto Rico, Washington, 

D.C., and 62 other countries! Grew 8X since 2019!
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Northeast Big Data Innovation Hub

https://www.nsf.gov/awardsearch/showAward?AWD_ID=1550284
https://www.nsf.gov/awardsearch/showAward?AWD_ID=1748395&HistoricalAwards=false
https://www.nsf.gov/awardsearch/showAward?AWD_ID=1916585&HistoricalAwards=false
https://www.nsf.gov/awardsearch/showAward?AWD_ID=2028999&HistoricalAwards=false
https://www.nsf.gov/awardsearch/showAward?AWD_ID=2139391&HistoricalAwards=false
https://www.nsf.gov/awardsearch/showAward?AWD_ID=2333532&HistoricalAwards=false


http://nebigdatahub.org/about/

Northeast Big Data Innovation Hub Focus Areas
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http://nebigdatahub.org/about
http://nebigdatahub.org/about/


Leveraging advanced technologies and data can   
improve insights and outcomes, enable precision medicine
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However, more devices and data create more 

security and privacy attack vectors and risk

“Any medical device connected to a communications network, like Wi-Fi, 

or public or home Internet, may have cybersecurity vulnerabilities that 

could be exploited by unauthorized users.”

Dr. Suzanne Schwartz

Director, Office of Strategic Partnerships & 

Technology Innovation,

Center for Devices & Radiological Health, US FDA

July 2019 

Source: https://www.drugwatch.com/news/2019/07/11/medical-device-cyber-attacks-tv-plot-or-dangerous-reality/
5
5

https://www.drugwatch.com/news/2019/07/11/medical-device-cyber-attacks-tv-plot-or-dangerous-reality/


Increased connectivity brings increased risk…
What could possibly go wrong? …
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We must secure connected healthcare devices & data 
while enabling interoperability to help protect the humans
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TIPPSS is the new Cybersecurity Paradigm -
Trust, Identity, Privacy, Protection, Safety, Security
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IEEE 2933TM-2024 Standard for Clinical (IoT)

Data & Device Interoperability with TIPPSS

Purpose: This standard establishes the framework with TIPPSS principles (Trust, 

Identity, Privacy, Protection, Safety, Security) for Clinical Internet of Things (IoT) 

data and device validation and interoperability. This includes wearable clinical IoT 

and interoperability with healthcare systems including Electronic Health Records 

(EHR), Electronic Medical Records (EMR), other clinical IoT devices, in-hospital 

devices, and future devices and connected healthcare systems.

- Standard Approved by IEEE and UL in June 2024, to be published October 2024

- New IEEE initiative for TIPPSS for Remote Subject Monitoring – join the team!

- IEEE 2933 Working Group is a 2024 IEEE Emerging Technology Awardee 

https://standards.ieee.org/ieee/2933/7592/ 9

https://standards.ieee.org/ieee/2933/7592/


COVID Information Commons (CIC) - Portal and Community

Supported by NSF awards #2028999 and #2139391. https://covidinfocommons.net/ 10

Consider a Digital Twin Information Commons for 

Researcher and Practitioner Collaboration

https://www.nsf.gov/awardsearch/showAward?AWD_ID=2028999&HistoricalAwards=false
https://www.nsf.gov/awardsearch/showAward?AWD_ID=2139391&HistoricalAwards=false
https://covidinfocommons.datascience.columbia.edu/


COVID Awards and Researcher (PI) Database
CIC Database includes 13,000+ NSF & NIH COVID-related awards, metadata and PI info.

Search the database by project name, topic, PI name, institution, funder, location. 

https://covidinfocommons.net/ 11

https://covidinfocommons.datascience.columbia.edu/


NSF + NIH COVID Awards and PI Profiles

https://covidinfocommons.net | @CIC_COVID
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https://covidinfocommons.net/


https://covidinfocommons.net/

COVID Information Commons -
COVID Research Explorer ML Maps Tool 

Clusters projects by topic

Finds semantically-similar 

documents, even if the 

documents don't share 

common words or phrases.

Presents maps of COVID 

research and researchers by 

topic or Principal Investigator 

(PI) name, institution, location

User inputs keyword 

queries to focus on target 

domains
13

https://covidinfocommons.datascience.columbia.edu/


Digital Twins NSF and NIH Awards in the CIC
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13,300 awards + PIs

141 Lightning Talks 29 webinars 13,800 YouTube views + 1,300 Live Attendees

20 student winners 750 students in CIC WG

140+ COVID publications, groups, 
guides, datasets, funding sources



Key takeaways
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Develop a TIPPSS initiative for biomedical digital twins to increase 

Trust, Identity, Privacy, Protection, Safety and Security of the 

data, devices, humans, research, institutions

Build a Biomedical Digital Twins Information Commons Portal and 

Community, leveraging FAIR principles for Findable, Accessible, 

Interoperable, Reusable data and research, to enable:
- Research discovery

- Researcher collaboration

- Data sharing

- Lightning talks, webinars, working groups, student projects

- Student and professional development
- Application of the research to practice



Q&A

Thank you!
Florence D. Hudson 

Executive Director, Northeast Big Data Innovation Hub  at Columbia University

florence.hudson@columbia.edu
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https://www.himss.org/what-we-do-opportunities/health-information-and-technology-awards

mailto:fh2417@Columbia.edu
https://www.himss.org/what-we-do-opportunities/health-information-and-technology-awards
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