
”Ask PanDA” AI project

July 2, 2025

NPPS meeting

Paul Nilsson (BNL)



Explaining Errors
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• The plan is to improve the situation with hard to understand errors in the system

• Users and operators often ask why grid jobs failed

• Failed jobs are presented with error code + diagnostics in

• Error messages are often static/generic

• Can be difficult to understand (especially for new users)

• Job logs are available, but - again - difficult to understand

• Many components = Many sources of errors

• Most of the time, cannot fix the errors directly

• But we can identify and explain the errors

• Idea: Use LLMs (and possibly ML techniques) on multiple levels to alleviate the situation
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Approach: AI vs Errors
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• Error categorization
• Plan: Start with sorting error codes into different categories

• E.g. many error types are site related and not related to the payload, but many users don’t know that
• Also, many user jobs are retried in vain and will never finish (actual problem is not getting fixed)
• If a certain error was classified properly, the number of retries could be optimized

• Use LLM to do error categorization by error code analysis (there are too many error codes to do it manually)

• Improved and explained error messages
• There are many different components, several hundred error codes reflecting different failure scenarios

• Some error codes are in components/tools outside of the PanDA ecosystem
• Transform, bash and setup scripts, apptainer/singularity, ..

• Use LLM to analyze source code (all components) for each error code, ask it to provide better diagnostics

• Log analyzer
• When a job has failed, explain to user why exactly that particular job failed

• Use LLM to explain failure as shown in log file

• Chatbot
• Allow user to ask questions about the system (and possibly also about job failures, etc)

• Use LLM aided by RAG* using our own documentation

* RAG = Retrieval-Augmented Generation



Pilot Error Categories
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• Currently focusing on pilot error 

codes
• Other components are more 

specific, and each have fewer 

error codes

• Categorization might not be 

necessary

• All pilot error codes (145) have 

been sorted into six categories 

to be used in the error 
classification and analysis

• ChatGPT was used for the 

sorting which worked rather well

Error categorization



Sorted Pilot Error Codes
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Error categorization



Failed jobs January-March 2025
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Error categorization

• 8.4 million failed jobs were collected from tasks that reached 

their final state

• Based on error code information, these failures were 

categorized into the six defined categories

• 80% of jobs that initially failed, eventually finished (inner layer)
• Of the 20% jobs that never succeeded, the biggest error category was 

payload failures at 70% (13.7/20)
• Of the 80% jobs that did succeed eventually, payload failures only 

corresponded to 30% -> optimization possible

• If the errors are related to transient problems like storage and network 
problems, PanDA retries them to some other site and the job likely 

finishes successfully in the end
• Studying errors in the various categories, should enable us to reduce 

number of retries which would be beneficial for improving resilience

Succeeded

Failed

Biggest portion of pilot 

errors is related to payload 

failures (expected)

Payload + staging errors

Errors caught by components 

other than pilot

(in progress to be categorized 

as well)

S. Dutta (BNL)
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Error Codes in Numbers
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PanDA: Server error codes

• 38 (task buffer)

• 8 (data service)

• 6 (job dispatcher)

• 3 (executor)

• Total: 55

Improved and explained error messages

PanDA: WNScripts error codes
• runAthena: 9

• runHPO: 8

• runGen: 7

• runMerge: 7

• buildJob: 4 

• preGoodRunList: 3

• buildGen: 2

• Total: 70

PanDA: Pilot error codes

• Total: 145

Transform (payload) error codes 

• Total: 70

Others

• Nordugrid error code 9000 to be split up

• Other tools and scripts

• Needs special treatment (currently leads 
to generic error code se by pilot)

• Total: ~30

Total all components: 370+



What Do All Those 370+ Errors Mean?
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• All source codes have been 

analyzed by ChatGPT to provide 

better/longer explanations
• Being reviewed by experts, but 

explanations appear reasonable – good 
enough as a start

• A new DB table was created (and 

populated) with extended error 

diagnostics
• The more detailed explanations are 

displayed on failed job pages in 

PanDA Monitor
• Also useful as a starting point/hint for 

LLM analysis to explain errors in logs

Transform errors Task buffer errors

Improved and explained error messages



Ask PanDA
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• ”Ask PanDA” virtual assistant in development
• Originally intended to improve how we access project documentation but has grown into 

something more interesting (and useful)

• Can in principle answer both static and dynamic questions, internally different workflows
• “What is PanDA?” (static) [user query can be sent directly to LLM]

• “Why did job XYZ fail?” (dynamic) [question must be interpreted before prompt can be sent to LLM]

• Tested with OpenAI, Gemini and Anthropic APIs (and soon Llama)

• Original “Ask PanDA” tool was rewritten as an agentic workflow using Model 

Context Protocol (MCP) technology
• MCP hides many implementation details and allows for simple interfaces to different LLMs

• Tests currently done manually (Thanks Torre for Anthropic+OpenAI+Gemini tests)

• All code and explanations in personal GitHub repo (https://github.com/PalNilsson/ask-panda)
• To be moved to NPPS GitHub asap

• Can be used with free Gemini API key if commercial key not available

Chatbot + Log analyzer

https://github.com/PalNilsson/ask-panda
https://github.com/PalNilsson/ask-panda
https://github.com/PalNilsson/ask-panda
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• The dashed “Ask PanDA” box represents the planned implementation

• As of July 2, 2025, agents are not yet capable of receiving https messages
• Both “DocumentQueryAgent” and “LogAnalysisAgent” can be executed manually; MCP server run by uvicorn

• Asynchronous calls to agents / server to allow for concurrency

• MCP server health checks may pause user query if busy with e.g. vector store updates and restarts

Ask PanDA MCP Implementation
Chatbot + Log analyzer

PanDA

Monitor

DocumentQueryAgent (0)

MCP Agent

LogAnalysisAgent (1)

MCP Agent

MCP

Server
Resources
Documents

Vector Store
Chroma DB

Tools

Concurrent

Users

<< https (request log/metadata) >>

<< MCP (prompt) >>

<< MCP (prompt) >>

Ask PanDA

<< https (query) >>

<< https (query) >>

Via GUI button on 

PanDA Monitor job 
page for a failed job

Via “chatbot” dialogue on 

PanDA Monitor

<< Python thread 

(for updates)>>

<< Python >>

<< FS 

i/o >>

(RAG) 

HuggingFace 
embeddings model

LLM

<< https (prompt/response) >>

Number of agents varies with 

number of concurrent users

<< https (get logs) >>

Local or remote

The agents will have simple 

server capabilities in order to be 
able to receive https

FastAPI

FastAPI

FastAPI

https://github.com/PalNilsson/ask-panda

Documents can be 

added to Resources 

folder while running and 

be processed on the fly

<< Python >>

0

1

https needed for “local” 

LLM – otherwise direct 
script execution from 

monitor (monitor will not 

run on the same VM as 
LLM)

“What is PanDA?”

“Why did job X fail?”



Example
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• Original Ask PanDA 

implementation 

equipped with a chatbot

• Currently no “chatbot” 

per-se in MCP 

implementation

• But questions are 

asked via agent, 

currently manually 

executed

• Proper chatbot to 

be restored at a 

later time

Chatbot



Example
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• Preliminary results from new MCP implementation in development

• More advanced prompt with request for both user and expert explanations

• Gemini response (free 2.5-flash model – currently favored model since it is .. free) for 

a job with error code: 1368, message: Remote file open timed out
• Response 1 (for users)

Log analyzer

1) Explanations and suggestions for non-expert users:

*  What happened? The job tried to access a file located on a remote server, but it took too long, and the connection timed out. Think of it like trying to load a website that never finishes loading.

*  Why did it happen? There are a few possibilities:

  *  The remote server was busy or slow: The server hosting the file might have been overloaded with other requests, causing delays.

  *  Network problems: There might have been issues with the network connection between the worker node and the remote server. This could involve temporary network outages, high network 

traffic, or firewall issues.

  *  File system issues: The file may have been stored on a filesystem with underlying issues that caused it to become inaccessible.

  *  Configuration issues:  The error message "Info: /cvmfs mounted; do 'setupATLAS -d -c ...' to skip default mounts. Info: $HOME mounted; do 'setupATLAS -d -c ...' to skip default mounts." 

indicates a potential problem with how the ATLAS software environment is set up.

*  What can you do?

  *  Try re-running the job:  Often, these types of transient network or server issues resolve themselves.  A simple retry might be enough.

  *  Check the PanDA monitoring dashboard: Look for any widespread problems or warnings related to the storage system or network.

  *  Contact support:  If the problem persists or if you see other jobs failing with similar errors, contact the PanDA support team or the resource provider.  Provide them with the job ID and the error 

message.

  *  Check to see if there are any known issues with network latency to the LPC site : Use standard tools (e.g. `ping`, `traceroute`, `mtr`) to probe network latency to the LPC site.

  *  Check to see if the /cvmfs filesystems are healthy: Problems with the CVMFS client can cause hangs in remote file access.



Example (continued)
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• Gemini response for same job with error code: 1368, message: Remote file open 

timed out
• Response 2 (for experts / operators)

• Plan: user could select to display “User” or “Expert” response in PanDA monitor
• Prompt will be generated, LLM response back to monitor in JSON

Log analyzer

2) Explanations and suggestions for experts and/or system admins:

*  Root Cause Analysis: The error message `PilotException: error code: 1368, message: Remote file open timed out  ̀indicates a timeout during remote file access.  The accompanying details "Info: /cvmfs mounted; do 'setupATLAS -d -c ...' to skip default mounts. Info: $HOME mounted; do 'setupATLAS -d -c ...' to skip default mounts." are crucial.

  *  CVMFS and `$HOME  ̀Mounts: The message suggests that the default CVMFS and ̀ $HOME  ̀mounts might be interfering with the remote file access, especially within a containerized environment (Apptainer). The `setupATLAS -d -c ...  ̀command disables these default mounts. This implies that the job might be trying to access files that are shadowed by the default CVMFS or `$HOME  ̀
mounts, leading to resolution problems or conflicts that cause delays and timeouts.

*  Possible Causes and Solutions:

  1.  Incorrect ATLAS Setup Inside Container:  The container might not be correctly configured to access the necessary ATLAS software and libraries.

    *  Solution: Ensure the s̀etupATLAS  ̀script (or equivalent environment setup) is executed *within* the container with the `-d -c ...  ̀flags to avoid default mounts that can conflict with the intended file access. This might require modifying the payload execution script or the container image itself.

  2.  Network Latency to IN2P3-LPC Storage: The logs show the job attempting to access a file at `root://clr lcgse01.in2p3.fr:1094//dpm/in2p3.fr/home/atlas/atlasdatadisk/rucio/data18_13TeV/a7/4b/DAOD_PHYS.43636385._000195.pool.root.1̀ . This points to a specific storage endpoint (IN2P3-LPC). High latency or intermittent network connectivity issues to this site will cause timeouts.

    *  Solution:
      *  Network Monitoring:  Monitor network performance between the worker node and `clrlcgse01.in2p3.fr` . Use tools like `ping ,̀ ̀ traceroutè , `mtr ,̀ and ìperf  ̀to identify latency, packet loss, or routing problems.
      *  Firewall Rules:  Verify that firewall rules are not blocking or throttling traffic between the worker node and the IN2P3-LPC storage endpoint.  Pay attention to port 1094, which is used by the ROOT protocol.
      *  Storage System Health:  Contact the IN2P3-LPC storage administrators to check the health and performance of their storage system (dCache) and the ROOT service.
      *  Routing: Check routing and ensure it is optimized for high performance.

  3.  ROOT Protocol Issues: The job uses the ROOT protocol (`root://`). There might be problems with the ROOT client configuration or version compatibi lity on the worker node or within the container.

    *  Solution:
      *  ROOT Version: Ensure that the ROOT version used in the job and the container is compatible with the storage server.
      *  ROOT Configuration:  Check the ROOT configuration files (e.g., .̀rootr c̀ ) for any settings that might be causing connection problems or timeouts.  Pay particular attention to settings related to network buffering and connection timeouts.

  4.  CVMFS interference with file access: There may be issues with the worker node accessing CVMFS.

    *  Solution:
      *  Check CVMFS client: Verify that the CVMFS client is properly configured and running on the worker node.
      *  CVMFS Version:  Ensure the CVMFS version is up-to-date and compatible with the ATLAS software stack.

  5. Rucio Service Availability: Although less likely given the detailed error, verify the Rucio service (`rucio-lb-prod.cern.ch`) is healthy. While the logs show successful Rucio interaction for tracing, issues could still arise later.

    *  Solution: Check the Rucio status pages and dashboards for any reported incidents.

*  Debugging Steps:

  1.  Reproduce the Problem: Try to reproduce the problem manually on the worker node or within a similar container environment. This will allow you to isolate the issue and test potential solutions.
  2.  Increase Verbosity:  Increase the logging verbosity of the Pilot, ROOT, and any other relevant software components to gather more detailed information about the error.
  3.  Packet Capture:  Use t̀cpdump  ̀or `Wireshark  ̀to capture network traffic between the worker node and the storage server. This can help identify network latency, dropped packets, or other network-related problems.
  4.  Consult Pilot and ATLAS Documentation: Review the Pilot and ATLAS documentation for troubleshooting tips and known issues related to remote file access and containerization.

By systematically investigating these areas, you should be able to pinpoint the root cause of the "Remote file open timed out" error and implement the appropriate solution
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Local LLM at SLAC (K. Lo, W. Yang)

• Ask PanDA MCP Service plans in 

Vera C. Rubin Experiment
• Acts as a Hybrid Tool Gateway, 

routing tool calls to different 

adapters
• RAG adapter (ChromaDB with 

embedded Rubin job summaries)
• OpenSearch adapter (Rubin job 

metadata)
• .. and a planned Live Data adapter 

(for real-time logs and compute 
node state)

• This setup allows answering 
operational questions like:

• “What is job X doing?” (real-time)
• “How many jobs are we running?”

• The LLM runs locally via Ollama and 

calls tools via augmented prompts

K. Lo (SLAC)



POC MCP Server for Claude Desktop
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• Ask PanDA partly ported as MCP server(s) for Claude 

Desktop
• One server for log analysis

• Async downloads metadata from CRIC, log from PanDA, 

constructs prompt and returns to LLM for interpretation

• Another server for questions about site information
• Server downloads metadata from CRIC, returns to LLM

• (Actually standard Ask PanDA doesn’t know how to do this yet)

• Can currently handle prompts like
• “Show me all the queues that are using rucio as copytool” [metadata]

• “Display the corepower for all queues” [metadata]

• “What copytool does BNL use?” [metadata]

• “What is the status of job 6709690286?” [metadata]

• “Why did job 6715819744 fail?” [log analysis]

• Different types of prompts have to be supported individually

• *Slow* development using free Claude account
• Either runs out of credits or dialogs become too long too 

quickly

• But it is .. free



Next Steps
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• Update error descriptions for recent modifications in panda-wnscripts

• Refine and improve (if necessary) error categories

• Incl. re-categorization using LLM generated detailed error diagnostics (need model with larger context window) 

• Test MCP agents with new version of PanDA Monitor as soon as it is available

• Initiate testing with local LLM at SLAC (existing log analysis + “chatbot”)
• Investigate and plan for adapters for Rubin

• Development and testing with Claude Desktop
• Ask PanDA has a single MCP server for all use cases

• Claude [Desktop] favors having multiple MCP servers for different use cases
• This makes it easier for Claude to select the correct tool to use but has several drawbacks (increased complexity, 

duplication of effort, multiple servers = wasting system resources, etc)

• Import as many tools and functions as possible from main Ask PanDA in MCP servers for Claude
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Additional slides …



Log Analysis Agent
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• For questions like “why did my job fail?”, LLMs 

will of course not know anything unless prompt 

is carefully prepared

• Log analyzer script performs multiple steps 

before asking LLM what went wrong
• Script first downloads job metadata to learn 

general details about job (esp. state, error info)

• Relevant log will be downloaded from PanDA

• Extract context window (e.g. log messages 

immeditately prior to failure)
• Could use ML model for this step at a later 

time

• Construct detailed prompt (can be enhanced 

with detailed error diagnostics to aid analysis) 

and send to LLM

• Response is returned from model and 

presented to user

Can job metadata 

be downloaded?

No, use static 

error info

Yes

Can log file(s) be 

downloaded

Consult GPT

No, use 

static error 

info from 

metadataYes

Extract context 

window from log

Formulate prompt

Log analyzer

PanDA 

Monitor



RAG Approach for Static Queries
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• Retrieval-Augmented Generation (RAG) is a better approach for our (static) 

purposes than training a new model
• E.g. PanDA documentation (< 1MB) is essentially the only source of knowledge needed for our 

chatbot (and thus has too little information to train an LLM from scratch)

• (Throwing in other relevant documents as well; e.g. Rucio documentation)

• RAG stores the input document in an embedding-based database
• When a user asks a question, retrieve the most relevant sections and pass them to an existing LLM

• RAG does not extend the LLM model but augments the answers

• Works well for long documents since it avoids input size limitations

• Originally Langchain OpenAI embeddings, just moved to HuggingFace (free)
• Everything stored in local Chroma DB vector store
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