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• “Ask PanDA” is an R&D project within the REDWOOD project

• A main objective of REDWOOD is the optimization of WFMS (WorkFlow Management System) to 
enhance system resilience

• The idea behind “Ask PanDA” is to (via PanDA Monitor) make it easier for users and operators to

• Learn about the PanDA system (all related tools and components)

• Understand task and job failures (def. task: collection of grid jobs using the same dataset)

• Related efforts include improved error descriptions and categorizations for grid job failures

• Overall goal: Improved system resilience by reducing number of failed jobs

• (not only by having better informed users and operators, but also actively by optimizing number of retries 

of failed jobs – an outcome of proper error categorization)

REDWOOD is a 5-year project funded by DOE ASCR, started in 2023

• “Resilient Federated Workflows in a Heterogeneous Computing Environment”

• Collaborating Institutions: Brookhaven National Laboratory (BNL), Oak Ridge National 

Laboratory (ORNL), SLAC National Accelerator Laboratory, University of Pittsburgh, 

University of Massachusetts Amherst, Carnegie Mellon University

Introduction
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Lead PI: A. Klimentov (BNL)



Ask PanDA Service
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Purpose & Evolution
• Originally built to improve access to PanDA documentation
• Now supports both static and dynamic question answering

• Rewritten using Model Context Protocol (MCP) for modularity

Question Types
• Static (direct LLM queries): e.g., "What is PanDA?”
• Dynamic (requires interpretation – via LLM):

e.g., "Why did job XXX fail?”, “What’s going on with task YYY?”
• (Selection Agent handles both)

MCP Advantages
• Supports agentic workflows
• Hides backend complexities

• Enables plug-and-play LLM compatibility

LLM Integration
• Via API: OpenAI (GPT), Gemini, Anthropic (Claude), 

LLaMA

• Demonstrated special version for Claude Desktop

• Relevant server functions are asynchronous to achieve concurrency

• Server rebuilds vector store upon start – automatic updates for new 
documents in resources folder

• GitHub repository: https://github.com/BNLNPPS/ask-panda 

Architecture Overview
• Composed of a server and multiple agents

• Document Query Agent: general chatbot (with memory)

• Log Analysis Agent: explains job failures
• Data Query Agent*NEW*: analyzes special JSON files

• Selection Agent*NEW*: common interface for LLM agents
• Maintenance Agent: supplies metadata to others, cleans 

up old conversations, etc

https://github.com/BNLNPPS/ask-panda
https://github.com/BNLNPPS/ask-panda
https://github.com/BNLNPPS/ask-panda


Document Query
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• A functioning “chatbot” was demonstrated early 

this year

• Current functionality implemented as MCP agent 

(“Document Query Agent”) for future integration 

into proper chatbot in next generation PanDA 
Monitor

Extract history 

from database

Query

Extract context 

window from 

vector store

Generate prompt

Consult LLM

Store prompt and 

answer in 

database

PanDA Monitor

• Context stored in 

ChromaDB vector store
• HuggingFace and 

LangChain OpenAI 

models used

• Contains PanDA and 

Rucio documentation

• Conversation memory 

stored in SqliteDB
• Shared between agents 

(in progress)

• For testing purposes 

sufficient to use free 
Gemini LLM model



Document Query Example (Gemini)
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$ python3 -m agents.document_query_agent --question="What is PanDA?" --model=gemini --session-id=123

..

2025-07-22 23:03:57,220 INFO:Answer:

{'session_id': '123', 'question': 'What is PanDA?', 'model': 'gemini', 'answer': 'PanDA provides advanced Web based 

monitoring for different groups of PanDA users: scientists, developers, operators, managers, shifters. Panda monitor can 

also serve a data source for users scripts and custom automatizing.’}

$ python3 -m agents.document_query_agent --question="I don't think that was a good explanation, please explain it 

better" --model=gemini --session-id=123

..

$ 2025-07-22 23:06:24,072 INFO:Answer:

{'session_id': '123', 'question': "I don't think that was a good explanation, please explain it better", 'model': 'gemini', 

'answer': 'PanDA is a workload management system (WMS) used for distributed computing, particularly in high-energy 

physics. It helps manage and monitor tasks and jobs submitted to a distributed computing environment, ensuring 

efficient resource utilization and providing tools for scientists, developers, and operators to track the progress and status  

of their work. It offers web-based monitoring and serves as a data source for custom automation.'}

Free Gemini API + HuggingFace all-MiniLM-L6-v2 (free embeddings model)



Document Query Example (OpenAI)
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$ python3 -m agents.document_query_agent --question="What is PanDA?" --model=openai --session-id=124

..

2025-07-22 23:12:34,431 INFO:Answer:

{'session_id': '124', 'question': 'What is PanDA?', 'model': 'openai', 'answer': 'PanDA stands for Production and Distributed 

Analysis. It is an API object that provides advanced web-based monitoring for different groups of PanDA users, such as 

scientists, developers, operators, managers, and shifters. PanDA monitor can also serve as a data source for user 

scripts and custom automatizing. It provides basic information needed to monitor jobs and tasks submitted into PanDA, 

with two views for navigation over tasks: Tasks list and a Task view.'}

$ python3 -m agents.document_query_agent --question="What is PanDA?" --model=openai --session-id=125

..

2025-07-22 23:24:59,168 INFO:Answer:

{'session_id': '124', 'question': 'What is PanDA?', 'model': 'openai', 'answer': 'PanDA, or Production and Distributed 

Analysis, is a data-driven workload management system designed to operate at massive data processing scales. It is 

capable of adapting to emerging computing technologies in processing, storage, networking, and distributed computing 

middleware. PanDA was developed to meet the production and analysis requirements of ATLAS and has demonstrated 

scalability over the last decade. The system allows for the monitoring of tasks and jobs, providing different views for 

users and developers.'}

OpenAI API + HuggingFace all-MiniLM-L6-v2 (free embeddings model)

OpenAI API + OpenAIEmbeddings (commercial model via LangChain)



Document Query Example (Gemini+OpenAI)
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$ python3 -m agents.document_query_agent --question="What is PanDA?" --model=gemini --session-id=126

..

2025-07-22 23:30:07,579 INFO:Answer:

{'session_id': '126', 'question': 'What is PanDA?', 'model': 'gemini', 'answer': 'The Production and Distributed Analysis 

(PanDA) is a data-driven workload management system capable of operating at massive data processing scale, 

designed to have the flexibility to adapt to emerging computing technologies in processing, storage, networking and 

distributed computing middleware. PanDA has been developed to meet ATLAS production and analysis requirements for 

a data-driven workload management system capable of operating at the LHC data processing scale.'}

Free Gemini + OpenAIEmbeddings (commercial LangChain model)

Not only the API plays a big role in the quality of the answer, but 

also the embeddings model



Log Analysis
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• For questions like “why did my job fail?”, LLMs will of 

course not know anything unless prompt is carefully 

prepared

• “Log Analysis Agent” performs multiple steps before 

asking LLM what went wrong
• Script first downloads job metadata to learn general 

details about job (esp. state, error info)

• Relevant log will be downloaded from PanDA

• Extract context window (log messages immediately 

prior to failure)

• Construct detailed prompt (enhanced with known error 

diagnostics to aid analysis) and send to LLM

• Response is returned from model (dictionary) and 
presented to user [currently only CLI]

• TODO: store generated query and dialogue in 

memory
• Allows for dialogue to continue if there are questions 

about given explanation

Can job metadata 

be downloaded?

No

Yes

Can log file(s) be 

downloaded

Consult LLM

No, use 

static error 

info from 

metadata

Yes

Extract context 

window from log

Formulate prompt

PanDA 

Monitor

Query



Enhancing the Prompt
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• An LLM will provide a better answer if it is guided towards an explanation

• In the case of log analysis, the agent uses known error explanations
• It is better if those explanations are as detailed as possible (not just “stage-out failed” e.g.)

• In a recent effort, error codes + known [limited] descriptions were collected from all components

Log Analysis

PanDA: Server error codes

• Supervisor: 95
• Task buffer: 28

• Data service: 8
• Job dispatcher: 6
• Executor: 3

• Total: 140

PanDA: WNScripts error codes
• runAthena: 10

• runHPO: 8
• runMerge: 8
• runGen: 7

• buildGen: 5
• buildJob: 4 

• preGoodRunList: 3

• Total: 45

PanDA: Pilot error codes

• Total: 145

Transform (payload) error codes 

• Total: 70 (ATLAS specific)

Others

• Other tools and scripts
• Needs special treatment (currently leads to generic 

error code se by pilot)

• Total: ~30

Total all components: 430



What Do All Those 430 Errors Mean?
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• All source codes have been 

analyzed by ChatGPT to provide 

better/longer explanations
• Being reviewed by experts, but 

explanations appear reasonable – good 
enough as a start

• A new DB table was created (and 

populated) with extended error 

diagnostics
• The more detailed explanations are 

displayed on failed job pages in 

PanDA Monitor
• Also added to prompt as a starting 

point/hint for LLM analysis to explain 
errors in logs

Transform errors Task buffer errors

Improved and explained error messages

Examples



Log Analysis Example (“User”)
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• Response from Gemini (free 2.5-flash model) for a job that failed with “remote file open timed out” 

for “non-expert users”
• (Prompt contains request for both user and expert explanations)

1) Explanations and suggestions for non-expert users:

*  What happened? The job tried to access a file located on a remote server, but it took too long, and the connection timed out. Think of it like trying to load a website that never finishes loading.

*  Why did it happen? There are a few possibilities:

  *  The remote server was busy or slow: The server hosting the file might have been overloaded with other requests, causing delays.

  *  Network problems: There might have been issues with the network connection between the worker node and the remote server. This could involve temporary network outages, high network 

traffic, or firewall issues.

  *  File system issues: The file may have been stored on a filesystem with underlying issues that caused it to become inaccessible.

  *  Configuration issues:  The error message "Info: /cvmfs mounted; do 'setupATLAS -d -c ...' to skip default mounts. Info: $HOME mounted; do 'setupATLAS -d -c ...' to skip default mounts." 

indicates a potential problem with how the ATLAS software environment is set up.

*  What can you do?

  *  Try re-running the job:  Often, these types of transient network or server issues resolve themselves.  A simple retry might be enough.

  *  Check the PanDA monitoring dashboard: Look for any widespread problems or warnings related to the storage system or network.

  *  Contact support:  If the problem persists or if you see other jobs failing with similar errors, contact the PanDA support team or the resource provider.  Provide them with the job ID and the error 

message.

  *  Check to see if there are any known issues with network latency to the LPC site : Use standard tools (e.g. `ping`, `traceroute`, `mtr`) to probe network latency to the LPC site.

  *  Check to see if the /cvmfs filesystems are healthy: Problems with the CVMFS client can cause hangs in remote file access.



Log Analysis Example (“Expert”)
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• Gemini response for same job (remote file open timed out) for “experts” with more details 

and suggestions

• Plan: user could select “User” or “Expert” response in PanDA monitor

2) Explanations and suggestions for experts and/or system admins:

*  Root Cause Analysis: The error message `PilotException: error code: 1368, message: Remote file open timed out  ̀indicates a timeout during remote file access.  The accompanying details "Info: /cvmfs mounted; do 'setupATLAS -d -c ...' to skip default mounts. Info: $HOME mounted; do 'setupATLAS -d -c ...' to skip default mounts." are crucial.

  *  CVMFS and `$HOME  ̀Mounts: The message suggests that the default CVMFS and ̀ $HOME  ̀mounts might be interfering with the remote file access, especially within a containerized environment (Apptainer). The `setupATLAS -d -c ...  ̀command disables these default mounts. This implies that the job might be trying to access files that are shadowed by the default CVMFS or `$HOME  ̀
mounts, leading to resolution problems or conflicts that cause delays and timeouts.

*  Possible Causes and Solutions:

  1.  Incorrect ATLAS Setup Inside Container:  The container might not be correctly configured to access the necessary ATLAS software and libraries.

    *  Solution: Ensure the s̀etupATLAS  ̀script (or equivalent environment setup) is executed *within* the container with the `-d -c ...  ̀flags to avoid default mounts that can conflict with the intended file access. This might require modifying the payload execution script or the container image itself.

  2.  Network Latency to IN2P3-LPC Storage: The logs show the job attempting to access a file at `root://clr lcgse01.in2p3.fr:1094//dpm/in2p3.fr/home/atlas/atlasdatadisk/rucio/data18_13TeV/a7/4b/DAOD_PHYS.43636385._000195.pool.root.1̀ . This points to a specific storage endpoint (IN2P3-LPC). High latency or intermittent network connectivity issues to this site will cause timeouts.

    *  Solution:
      *  Network Monitoring:  Monitor network performance between the worker node and `clrlcgse01.in2p3.fr` . Use tools like `ping ,̀ ̀ traceroutè , `mtr ,̀ and ìperf  ̀to identify latency, packet loss, or routing problems.
      *  Firewall Rules:  Verify that firewall rules are not blocking or throttling traffic between the worker node and the IN2P3-LPC storage endpoint.  Pay attention to port 1094, which is used by the ROOT protocol.
      *  Storage System Health:  Contact the IN2P3-LPC storage administrators to check the health and performance of their storage system (dCache) and the ROOT service.
      *  Routing: Check routing and ensure it is optimized for high performance.

  3.  ROOT Protocol Issues: The job uses the ROOT protocol (`root://`). There might be problems with the ROOT client configuration or version compatibi lity on the worker node or within the container.

    *  Solution:
      *  ROOT Version: Ensure that the ROOT version used in the job and the container is compatible with the storage server.
      *  ROOT Configuration:  Check the ROOT configuration files (e.g., .̀rootr c̀ ) for any settings that might be causing connection problems or timeouts.  Pay particular attention to settings related to network buffering and connection timeouts.

  4.  CVMFS interference with file access: There may be issues with the worker node accessing CVMFS.

    *  Solution:
      *  Check CVMFS client: Verify that the CVMFS client is properly configured and running on the worker node.
      *  CVMFS Version:  Ensure the CVMFS version is up-to-date and compatible with the ATLAS software stack.

  5. Rucio Service Availability: Although less likely given the detailed error, verify the Rucio service (`rucio-lb-prod.cern.ch`) is healthy. While the logs show successful Rucio interaction for tracing, issues could still arise later.

    *  Solution: Check the Rucio status pages and dashboards for any reported incidents.

*  Debugging Steps:

  1.  Reproduce the Problem: Try to reproduce the problem manually on the worker node or within a similar container environment. This will allow you to isolate the issue and test potential solutions.
  2.  Increase Verbosity:  Increase the logging verbosity of the Pilot, ROOT, and any other relevant software components to gather more detailed information about the error.
  3.  Packet Capture:  Use t̀cpdump  ̀or `Wireshark  ̀to capture network traffic between the worker node and the storage server. This can help identify network latency, dropped packets, or other network-related problems.
  4.  Consult Pilot and ATLAS Documentation: Review the Pilot and ATLAS documentation for troubleshooting tips and known issues related to remote file access and containerization.

By systematically investigating these areas, you should be able to pinpoint the root cause of the "Remote file open timed out" error and implement the appropriate solution



Selection Agent
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• We might (probably) offer log file analysis of failed jobs via button on failed job pages, but ..

• We should not expect chatbot to be for only documentation queries
• What if a user asks for dynamic information in chatbot query?

• “Why did my job NNN fail?”, “How many of my jobs in task MMM failed?”, ”Why did they fail?”

• Clumsy to implement natural language interpretation in chatbot when it could be done by LLM
• But LLM doesn’t know about PanDA jobs and tasks!!

• Enter the ”Selection Agent”
• LLM can be used on multiple levels for several type of queries

• E.g. use LLM to interpret user query and ask it to select the proper MCP agent

• [Implemented]

(some dynamic 

query)

PanDA

Monitor
SelectionAgent

DocumentQueryAgent

LogAnalysisAgent
MCP

Server
LLM

DataQueryAgent

History



Data Query Agent
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• In early development: The “Data Query Agent” is a tool for querying about 

downloaded metadata, e.g.
• Queue data (information about queues; which copy tool is used where, how much 

corepower does queue X have?)

• Task information (information about tasks; how many jobs failed in task N?)

$ python3 -m agents.selection_agent --question "how many jobs failed in task 45607163" --model gemini --session-id 1

..

2025-07-21 23:25:45,204 INFO:Answer:

{ 45607163: 

 { 'description’:

   'The PanDA task is in progress.  21 jobs have finished, but 7 jobs have failed.’, 

 'problems’: 

  'Some jobs failed due to payload execution failures (error codes 1305, 5318), 

  invalid configuration of a reduction job (error code 1368), wrapper fault (error code 1361) and 

  remote file could not be opened(error code 2001).’

 }

}

The “Data Query Agent” used dynamically via the “Selection Agent”



MCP Server for Claude Desktop
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• Ask PanDA partly ported as MCP server(s) for Claude 

Desktop
• One server for log analysis

• Async downloads metadata and pilot log from PanDA, constructs 

prompt and returns to LLM for interpretation

• Another server for questions about site information
• Server downloads metadata from CRIC, returns to LLM

• (Actually standard Ask PanDA doesn’t know how to do this yet)

• Can currently handle prompts like
• “Show me all the queues that are using rucio as copytool” [metadata]

• “Display the corepower for all queues” [metadata]

• “What copytool does BNL use?” [metadata]

• “What is the status of job 6709690286?” [metadata]

• “Why did job 6715819744 fail?” [log analysis]

• Different types of prompts have to be supported individually

• *Slow* development using free Claude account
• Either runs out of credits or dialogs become too long too 

quickly

• But it is .. free

Proof of Concept



On the Shorter Term

16

• Further development of MCP agents
• Incl. analysis of (esp.) user payload output

• Agent will automatically download payload log for certain errors

• Check existing MCP agents/servers on the market
• E.g. https://github.com/modelcontextprotocol/servers (Grafana MCP server looks interesting)
• Investigate how to interact with such servers via existing agents/tools

• Persist log analyses, see if reuse is possible (compare explanations for same problems)

• Complete query history in agents (other than “Document Query Agent”)

• Compare log analyses using different LLMs

• Select front end UI
• OpenWebUI suggested, others include LibreChat and AnythingLLM

• Current development version of Ask PanDA is tested against ATLAS tasks and 

jobs
• More or less trivial to extend to other experiments (it’s a matter of source URLs)

https://github.com/modelcontextprotocol/servers


On the Longer Term
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• Scrape and filter discussions about user problems from mailing list(s)
• Store in vector store

• “Document Query Agent” can extract relevant discussion for known problems/resolutions

• Note: currently only relevant for ATLAS (no other data is available), but good to get 

experience – eventually this will be an ongoing activity

• MCP server optimizations
• Multi-user (queries) testing

• Vector store updates in many-user environment vs many documents in resources folder

• Fine-tuning on selected open weight models (SLAC project)
• Examples of open weight models include Llama, Mistral, Gemma

• Using opportunistic GPU resources

• Fine tuned models will have basic knowledge [better than commercial LLMs] about PanDA
• Will also have knowledge about Ask PanDA to e.g. select which agent is to be used

• Continue development of Claude agents/servers

• Test MCP agents with new version of PanDA Monitor as soon as it is available
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