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Overview
• Orientation/Context
• Components/Terminology 
• The InCommon federation
• CILogon

• Relationship to InCommon, other federations
• COManage: 

• What it does
• Genesis, other use cases

• Authorization
• Federating services: 

• Plugins, OIDC, SAML
• KeyCloak
• Challenges
• Issues for Admins



Orientation 
Federation: Trusting other organization(s) to verify username+password

• E.g. Travelocity allowing Google ID login.
• In this case, Google is a federation of 1. 
• Service provider trusts that the next time the ID is used, it is the same 

person.
• User trusts Google not to divulge unneeded info.

Value for Users:
• Avoids the need to get separate computing accounts at different institutions.
• One login and password for all. 

Value for Service providers:
• Delegates hassle of vetting accounts, automatically suspends departed 

users. 



Orientation (2)
Federation vs. Single-Sign-On (SSO)

• SSO means you type password once--other apps notice that you're already 
logged in (via browser cookies).

• SSO happens naturally with federations, but not vice-versa
Authentication (AuthN) vs. Authorization (AuthZ)

• Who you are vs. what you're allowed to do. 
• A driver's license doesn't make you a member at the country club.  



Components/Terminology
Identity provider: 

• The organization where the user has an account. 
• Runs an IdP (ID Provider endpoint) 

Service provider: 
• The organization where a web-based application is run.

Directory: 
• Lookup service to find endpoints.
• Where Are You From (WAYF) 



InCommon
The US Research & Scholarship (R&S) identity federation. 

• ~900 universities, companies, laboratories, institutes, museums, etc.
• Establishes standards for participation, technical interoperability.
• Issues cryptographic tokens for mutual validation.
• Distributes metadata about all endpoints.
• Transparent community-based governance. 

https://www.incommon.org/

https://www.incommon.org/


Native 
InCommon

Service registered 
directly with 
InCommon

CONS:
SAML-only

Service provider must 
"join" InCommon (not 
trivial)



CILogon 
InCommon is based on the SAML protocol (2005). 

Many universities/institutions created SAML-based campus SSO. 
But, many services now support OAuth/OIDC (2012). 

OIDC/OAuth is used by Google, WordPress, Yahoo, Facebook, Microsoft, 
Github, and PayPal...  

CILogon ("Cyber Infrastructure Logon") is a bridge to InCommon and other 
federations, that allows the use of OAuth/OIDC with InCommon identities. 

• Also other ID sources: InCommon, eduGAIN, Google, GitHub, and ORCID
• These are configurable by service.
• The CILogon is an Internet2 project.

 https://www.internet2.edu/products-services/trust-identity/
https://www.cilogon.org/home

https://www.internet2.edu/products-services/trust-identity/
https://www.cilogon.org/home


Other Federations/ Identity Sources via 
CILogon

eduGAIN:
• European "federation of federations".
• Each country has its own national federation. 
• eduGAIN identities usable in US via CILogon

ORCID
• Guaranteed unique research/scholarship identities. 
• https://orcid.org/ 

Google, Github

https://orcid.org/


CILogon 
Bridged

Services registered 
with CILogon.

Uses OIDC/OAuth as 
protocol. 

To InCommon 
CILogon is simply 
another service.







COManage
CILogon + InCommon handles authentication (AuthN), but nothing more.
This is OK for many applications. But what about support for fine-grained 
authorization (AuthZ)? What about support for collaborations, distributed 
projects, multi-institutional experiments?
COManage ("Collaborative Organization Manage") fills this need for CILogon.
COManage is a web application 

• User invitation, enrollment, email validation, suspension
• Group and/or role assignments
• Delegation of group administration and invitations
• Self-service OIDC application registration
• Fine-grained attribute release via CILogon during authentication.



Member 
Enrollment
Prospective members 
can be sent invitations 
by group admin.

Users log in using their 
federated identity and 
are added to the 
correct group(s). 



Groups and 
Roles
Many separate 
projects can be 
supported in a single 
COManage instance.

Users and attributes 
are published into a 
dedicated LDAP 
instance... 



Application 
Registration
Application admins 
can set up new 
endpoints via 
self-service interface. 



Adding an 
Application 



Authorization sequence
When authentication is performed against an COManage-registered app, 
CILogon
1. Queries the CO-specific LDAP instance.
2. Adds relevant COManage attributes to the login token e.g:

{'sub': 'http://cilogon.org/serverA/users/166926', 
'idp_name': 'Brookhaven National Laboratory', 
'eppn': 'jhover@bnl.gov', 
'iss': 'https://cilogon.org', 
'aud': 'cilogon:/client_id/5ea8818a26318a9dc03d8a1f82bef34a', 
'acr': 'https://refeds.org/profile/sfa', 
'idp': 'https://idp.bnl.gov/idp/shibboleth', 
'name': 'Hover, John', 
'isMemberOf': ['CO:members:all', 'CO:members:active', 'CO:admins', 'bnl'], 
'given_name': 'John', 
'family_name': 'Hover', 
'email': 'jhover@bnl.gov'}

3.    The application can then make Authorization decisions based on the 
presence/absence of group membership... 

 

mailto:jhover@bnl.gov


Site-level brokers: KeyCloak, SimpleSAMLPhP
Yet another layer!!
KeyCloak:

• Can function as both an OIDC and SAML identity provider.
• Redhat supported, community-based open source project. 
• Often used for site-based SSO. But can also redirect to external 

authentication sources like CILogon, allowing, e.g.:
Application -> KeyCloak -> CILogon -> InCommon 

SDCC is moving toward a KeyCloak-based layout for all our internal services. 
SimpleSAMLPHP:

• BNL ITD uses this for their site-level SSO
• Also federate out to CILogon, Google, etc. 



KeyCloak 
Login
 
Local SDCC 
accounts, BNL AD, 
InCommon 
federation, or Google

Configurable on a 
per-service basis.



Current SDCC 
Layout

Pilot projects directly 
federating with 
CILogon/COManage. 
Plugins doing AuthZ.

Shared cloud-based 
COManage instances.

KeyCloak bridging to 
InCommon, using BNL IDP, 
ready to use rest of 
InCommon.



Challenges with Federated ID
• Non web-based services.

• Each IDP has its own web page layout, meaning a browser is needed for the user to enter 
their info.

• Any service that requires a local UNIX account context
• What user should a federated user run as??  

• For DOE labs, strict cybersecurity standards have made adoption slow.
• Currently being approved for general usage.
• Still potential issue with foreign national status for some applications.  

• Multi-Factor Authentication
• Used by banks, other secure services. E.g. access code texted to your phone. 
• BNL uses Duo
• InCommon currently adding requirement that institutions include an attribute declaring 

whether a login was done with or without MFA.

• Integration of Globus...



Issues/Questions for Service Administrators
Do you need fine-grained authorization? 

• Does the application have built-in management (e.g. Indico)?
• If not, COManage may be necessary.

Native Plugins vs. Authenticating Proxy
• If an application has a native OIDC plugin, it can be directly registered with 

COManage. 
• If an application has a native SAML plugin, it could  be directly federated in 

InCommon (without CILogon).
• Any application that can use REMOTE_USER variable can be placed 

behind an authenticating proxy. The proxy is the CILogon client and only 
allows access after auth.



Summary...
Lots to take in, but don't get overwhelmed by the technology. Rather ask:

• Is your service capable of federation?
• Does it already have relevant authN capabilities (SAML, OIDC, 

remote_user)?
• Can federation allow you to do more with the same admin effort, or the 

same with less admin effort? 
• Who do you want to allow to use it?
• How fine-grained do permissions need to be?
• Is MFA required?
• Does it have special restrictions that must be enforced?
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Discussion & Questions...



Extra Slides





One Possible 
Future...
KeyCloak as broker. 
Bridging to CILogon, 
OneID. 
Service-by-service auth 
choice.

COManage for group 
admin.

OIDC as standard 
protocol; supporting 
SAML where needed.

   


