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• Intro to BNL Box


• Architecture


• Survey of Features — Current and Future


• Discussion
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Outline
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• The Scientific Data and Computing Center (SDCC) is a shared multi-program facility in 
Bldg. 510/515 serving ~2500 users from more than 20 projects with ~41 FTE


• A component of the Computational Science Initiative (CSI) that includes the RHIC & 
ATLAS Computing Facility (RACF) from the Physics Dept.
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The SDCC

• Tier-0 for RHIC, US Tier-1 for ATLAS, US Data Center for Belle-
II, plus photon sciences, neutrino, astrophysics, LQCD, biology, 
EIC, ….


• High-Throughput and High-Performance computing including 
90K+ CPU cores, ~90 PB disk storage, 180 PB tape storage, 
3x100 Gbps network (ESNET)


• New data center under construction in Bldg. 725 (2021)


• Increasingly involved in adapting, developing and deploying 
collaborative tools



SDCC Tech Talk, June 23, 2020

What is BNL Box?
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BNL Box is an Enterprise File Sync and Share Service 
(EFSS) integrated into the SDCC to provide flexible, easy-
to-use, unified cloud storage for all BNL scientific users

An integrated effort by many SDCC staff supporting back-end disk and 
tape storage, web and db services, AAI front-end, user interface, etc.
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Sync & Share / CS3
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• Steadily growing cross-discipline community interest in EFSS 
driven by research needs and restrictions, for example:


• Cloud Storage and Synchronization Services (CS3) 


• European Open Science Cloud (EOSC)

http://www.cs3community.org/
https://www.eosc-portal.eu/
http://www.apple.com
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Sync & Share / CS3

!6

http://www.cs3community.org/

http://www.cs3community.org/
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Architecture
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• BNLBox became a production service of the SDCC in Nov 2019, replacing the 
OwnCloud/Ceph prototype setup that had been running for the previous two years


• Based on Nextcloud version 17.  100% free open source software.


• PostgreSQL backend with a HA Primary/Backup pair for redundancy, and fast 
NVMe flash storage for performance.  


• Lustre file system, with multiple copies for redundancy, an HPSS API for 
archival storage and TSM backup.  Currently 1PB of usable storage


• Apache server front-end pair using KeepAlived for redundancy and load-
balancing. 


• 40 Gbps WAN-to-storage network capacity   


• Authentication via KeyCloak OIDC integrated with SDCC LDAP and BNL AD


• Account with 50 GB default quota automatically available to any BNL user
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BNL Box:  An Overview

https://nextcloud.com
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Architecture
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Multiple HTTPd with Keepalived provides 
redundancy and horizontal scalability to users.

Lustre FS with 
HPSS API 
provides TAPE 
archiving 
capabilities and 
multiple disk 
copies for 
redundancy.

PostgreSQL provides 
redundancy with Primary- 
Backup HA Pair.
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Web Browser Interface
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https://bnlbox.sdcc.bnl.gov

https://bnlbox.sdcc.bnl.gov
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Web Browser Interface
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Integrated apps for in-browser 
viewing of image files, video, and pdf
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Client Downloads
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Available at first login or from “About” link in upper-right menu
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Nextcloud Desktop & Mobile Apps
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https://nextcloud.com/install/#install-clients

Cloud storage mounts 
with drag-and-drop 

functionality

https://nextcloud.com/install/#install-clients
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• Currently ~140 users, including guest accounts


•  ~2 TB of user data comprising 3.2M files (90% of space 
used by top 5 users)


• Standard Ganglia and Nagios system monitoring


• Instrumenting/testing ELK dashboards using metricbeats, 
filebeats, custom DB queries to monitor overall usage as 
well as by user (current SULI student project)
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Usage and Monitoring
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ELK Monitoring
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GeoIP Last 14 Days

Storage Usage Last 14 DaysNum Registered Users Last 14 Days
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Features
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• Locally-hosted, secure, cloud storage, providing easy access 
to user data via browser, desktop & mobile clients, including 
automated synchronization


• Flexible file-sharing methodologies for sharing data with 
external collaborators


• Multiple access points from local user accounts, including 
from batch system, interactive hosts, etc.


• Tape archiving capability (via Lustre & HPSS) for large data 
sets


• Open to all users with SDCC or BNL AD accounts (via 
Keycloak based SSO) with straightforward capabilities for 
Federated ID
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Features of BNL Box
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Features:  AAI
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Used for guest account login

Login via Keycloak OIDC

BNL AD Login

Automated account creation upon first access 
Unique UUID avoids username clashes 

Duplicate prevention keyed to email address
Option of enabling MFA and/or 

federated account access in future
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Features:  File Sharing
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Open the 
sharing dialog File shared 

with me
Nextcloud Metadata
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Features:  File Sharing With Other Users
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Dialog autocompletes 
known users and guests

Sharing 
Options

Default 
Read-only
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Features:  File Sharing By Link
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Generates unique https link

Password enforced

Link enforced 
read-only

Default 
expiration date
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Features:  File Sharing By Email or Guest Account
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Generates 
unique https 
link sent via 

email

Option of creating a limited 
access guest account for 

more flexibility

Options to set 
password 

protection and 
expiration date

Default 
Read-only
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Features:  File Sharing Email Notification
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Features:  File Sharing By Email or Guest Account
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Features:  Circles
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Flexible user-defined 
groups of users — 
usable by any other app 
for sharing purposes

https://apps.nextcloud.com/apps/circles

https://apps.nextcloud.com/apps/circles
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Features:  Organizing Files by Tagging
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Features:  Organizing Files by Project
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Link different types of information together (files, chats, etc.) across a 
group of users.  Files added to a Project can be shared or not.

Image:  F. Karlitschek
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Features:  Nextcloud Talk
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Integrated Chat and Calling feature for discussion 
of documents, etc. (mobile apps available)
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Features:  Nextcloud Talk
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https://nextcloud.com/talk/

https://nextcloud.com/talk/
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Features:  Notes
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https://apps.nextcloud.com/apps/notes

https://apps.nextcloud.com/apps/quicknotes
https://apps.nextcloud.com/apps/notes
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Features:  Quick Notes
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https://apps.nextcloud.com/apps/quicknotes

NB:  Full functionality (e.g. attachments) not 
yet available in the current version of BNL Box!

https://apps.nextcloud.com/apps/quicknotes


SDCC Tech Talk, June 23, 2020

Features:  Managing, 
Sharing and Archiving 
Scientific Data at BNL
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Features:  Command Line Interface
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In many cases, e.g. storing and sharing output generated by jobs running on the batch 
queues, users may want to transfer data to/from BNL Box in a scripted manner from 
the Unix command line

• Secure access provided via configurable WebDAV app

• A number of standard CL tools, such as curl, are available

• A custom ruby script, developed by H. Ito, provides a flexible, feature-rich copy 

tool that can handle bulk directory copies and wildcarding

For detailed documentation, see:  How To Access BNL Box From The Command Line

https://racfjira.atlassian.net/wiki/spaces/BBD/pages/604307461/How+To+Access+BNL+Box+From+The+Command+Line
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Features:  External Storage
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Provide users with independent entry point to sharable filesystems 
from linux farm, non-SDCC storage, experiment online storage, etc.

• External Storage app enables mounting of shareable volumes via numerous 
protocols, e.g. SFTP, WebDAV, etc.


• Admin-created mounts are read-only and linked to Nextcloud user via PKI


• Files on external storage owned by original user, who grants account access to the 
Nextcloud user


• Nextcloud user may share/access external files in same manner as primary storage

NB:  Files on 
external storage do 
not count against 
Nextcloud user’s 
quota
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• Provide long-term archival storage of large 
shared data sets


• Free up disk space with option of retrieval in 
(distant) future.


• Archived files should be retrievable (with 
some latency) in transparent fashion, while 
not counting against user’s storage quota.
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Features:  Tape Archiving

• Solution:  Archive Directory


• Independent directory on local Lustre filesystem mounted as 
External Storage 


• File archiving via Lustre Copytool interface to HPSS tape storage 
API (configurable, driven by watermarks)


• Provisioned automatically upon BNL Box account creation and 
linked to user via Postgres DB trigger
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Future
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• With NC 18, Nextcloud has enhanced their integrations, 
especially with office applications


• OpenOffice, Collabora Online integration -> Interactive 
realtime document editing


• Rebranded to Nextcloud Hub, emphasizing their service as an 
integrated, on-premises, content collaboration platform.
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Future:  Nextcloud Hub and Further Integrations

• We are continuing to 
explore functionality 
upgrades and further 
integrations driven by 
the needs of our 
scientific community
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Future:  Nextcloud Hub and Further Integrations
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Image:  F. Karlitschek
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Nextcloud App Marketplace
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Image:  F. Karlitschek
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• BNL Box is a flexible, locally-hosted, secure, cloud 
storage solution for science, currently available to 
everyone with a BNL computer account


• BNL Box provides a feature-rich platform for organizing 
and sharing all types of data, including those generated 
and stored at SDCC and user facilities


• The SDCC is continuing to explore further integrations 
and use cases for BNL Box, driven by stakeholder needs


• If you have a BNL computer account, give it a try today!
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Summary

https://bnlbox.sdcc.bnl.gov

https://bnlbox.sdcc.bnl.gov
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Thank You 

Questions?


