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What i1s Federation



Federation Benefits

* Avoid the needs to get separate accounts at different institutions

* One account (ex, BNL AD or SDCC) to access local & external
sources in other Laboratories & Universities and vice versa

« Save time & resource, delegates hassles of vetting accounts
» Streamline the federated research access

* Enable global collaboration
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Research and Scholarship (R&S) Federation

* Large-scale identity federations cross the regions:
- InCommon in US
- eduGain in Europe
- APAN in APAC
- Inter-federation

* InCommon in US:
- Establish standards for participation, technical interoperability
- Provide community-based governance
- ~1000 universities, laboratories, institutions, etc

* These allow identities from any federation members to be used at relying parties
- Using SDCC accounts at other participated institutions ex, Fermilab or CERN
- Access the SDCC resources using Fermilab IDs
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SDCC Federated IdP w/ InCommon

CERN Single Sign-On GU
Sign in with a CERN account, a Federation account or a public service account & glObus

Sign in with your CERN account

Reminder: you have agreed to comply with the CERN computing rules, in particular OC5. CERN implements the measures
necessary to ensure compliance.

Select an |dentity Provider
Use credentials

Username or Email address Password

T Log in to use Globus Web App

ClLogon

Brookhaven National Laboratory - SDCC.BNL.GOV~ @

. A ' " ' TType to search
{ze one-click authentication , Use your existing organizational login
Sign in using your current Windows/Kerberos credentials [autologon] oligiain 1uuny viiveiaity
6’ Use your current authentication token. You need Internet Explorer on CERN Windows or Firefox on
SLC (Firefox help here). e.g., university, national lan, facility, project
Sign in using your CERN Certificate [autologon]
You can get a CERN certificate on the CERN Certification Authority website.

Brighton and Sussex Medical School

Brighton Hove & Sussex 6th Form College

Use strong two factor authentication [show] khav v - British & Irish Modern Music Institute (BIMM)

Sign in with a public service account Brookhaven National Laboratory British Library

., Facebook, Google, Live, etc.
-
(33 |

Authenticate using an external account provider such as Facebook, Google, Live, Yahoo, Orange. Brookhaven National LabOfatOfy - SDCC.BNL.GOV V [ Brkish Universitios Flim & Video Councd

Brno University of Technology
Sign in with your organization or institution account

Brock University
leduGAIN irool l'] Go
Why i Brookhaven x
T | Brookhaven National Laboratory o Brockenhurst College
Brookhaven National Laboratory - SDCC.BNL.GOV I > Or Brookhaven Nation Laboratory

Related sites

- Brookhaven National Laboratory - SDCC.BNL.GOV
3 Sign in with Google Sign in with ORCID iD
£ Need password help ?

% Create/Check your account

Brooklands College
= EduGain disclaimer settings

& Service Desk +41 22 76
= Computing Status Board Z

Brooksby Melton College

e
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Campus Level Authentication Domains &
Federation

 Managed/Operated by lab-level Information Technology
Division(ITD)

 ITD enterprise services (ex, Office365, PeopleSoft, VPN, PASS
etc)

* Runs Federated IdP w/ InCommon/eduGain backed by central
campus Active Directory (AD) account system (~5000 accounts)

* Duo for MFA external, non-MFA internal
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Scientific Authentication Domain &
Federation

* A scientific computing provider, supports multi-experiment

» Operates scientific computing facility/non-enterprise level (ex, SSH gateway, NX,
Interactive Nodes, Web applications/services including BNLBox,
Invenios&Zenodo, Drupal, Jupyterhub)

« ~2000 accounts distinct from ITD AD (no deletion of the user accounts, data is
preserved)

* Recently established federated IdP with InCommon, backed by IPA systems
« OTP for MFA external, non-MFA internal

e Inter-connect with ITD system to allow users use AD +/- SDCC

BROOKHFAEN
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Authorization Systems for Federated IDs

ClLogon:

Provides an integrated open source identity and access management platform for research
collaborations, combining federated ID management (Shibboleth, InCommon), handles
authentication (AuthN), but nothing more.

What about support for collaborations, distributed projects, multi-institutional experiments?

COManage ("Collaborative Organization Manage"):
Fills the need for CiLogon, support fine-grained authorization (AuthZ)

- User invitation, enroliment, email validation, suspension

- Group and Role assignments

- Delegation of group administration and invitations

- Self-service OIDC application registration

- Fine-grained attribute releases via CiLogon during authentication

BROOKHFAEN
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AuthZ System Example w/ CoManage:

ex. CSl Invenio/Genesis

« CSI Admin sends an invite to users for
enrollment

» User receives an invite, signing in using
federated id with home institution account

« Admin places users in authorization groups

* Invenio checks user group OIDC claims and
makes authorization decision

10

Log in to account

Sign in with ClLogon
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Federated ID Use Cases @SDCC:

* CSl Invenio/ Genesis
* EIC Zenodo
» Covid-19-archieve: Custom Zenodo based digital repository

« USATLAS Drupal CMS

« Jupyterhub: DCDE Project, developing strategies for collaborations for higher
assurance level, possibly using OnelD (another federation platform for DOE
labs)

BROOKHFAEN

11 NATIONAL LABORATORY




Inter-Connect w/ BNL AD: BNLBOX

Username BNL Active Directory

Password

* Use left pane for SDCC Account Login

* Use right pane for non SDCC Account Login

U.S. DEPARTMENT OF
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Federation Challenges
& AAIl Models
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AARC AARC Blueprint Architecture — Jinmace
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SSO & IdP/SP/Authentication Protocols

« SSO: Single Sign-On, enter the login credential once, access all of the applications within the
Domains & Realms

« |dP : Identity Provider, the source for validating user identities in federated identity system
« SP : Service Provider, initiates SSO

 Authentication Protocols (SAML vs. OAuth vs. OIDC)
- SAML : An open standard for exchanging authentication & authorization data between parties

SP & IDP, XML based for security assertions
- OAuth : An open standard for access delegation, authorize users w/ access token exchange to

the access of the data w/o giving the password
- OIDC : An extension of OAuth, an JWT that includes assertion of identity on top of the access

BROOKHFAEN
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IdP Proxy Architecture @SDCC

SAML SP SAML SP OIDC RP
I
InCommon
Auth
& OnelD p o l:lt
eduGain roviders

CoManage Attributes
displayName: Mizuki Karasawa

eppn: mizuki@bnl.gov
email: mizuki@bnl.gov l

affiliation:

isMemberOf: Genesis O | D C P rOVider

!

Frontend

Local IPA Attributes: Backend
uid: mizuki
uidNumber: 23667
email: mizuki@bnl.gov
isMemberOf: phenix
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IdP Proxy Benefits

» Options for federation & Social Providers integration
* DS (Discover Service)

 Attributes Manipulations

» Account Linking

* Interoperability among SP & IdPs

BROOKHFAEN
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IdP Proxy Example

BNL Login Service

L LABORATORY

You have been redirected to this site by NOTICE TO USERS:
auth.sdcc.bnl.gov

R e p 0 s l t 0 r y Why am | here? This is a Federal computer system (and/or it is directly connected to a BNL local

network system) and is the property of the United States Government. It is for
authorized use only. Users (authorized or unauthorized) have no explicit or implicit
Username * expectation of privacy.
Any or all uses of this system and all files on this system may be intercepted,
monitored, recorded, copied, audited, inspected, and disclosed to authorized site,
Department of Energy, and law enforcement personnel, as well as authorized officials
of other agencies, both domestic and foreign. By using this system, the user consents

Enter your BNL domain account username.

Password *

>
L . = to such interception, monitoring, recording, copying, auditing, inspection, and
Og n tO account Enter the password that accompanies your usermame. disclosure at the discretion of authorized site or Department of Energy personnel.
Unauthorized or improper use of this system may result in administrative disciplinary
Login l action and civil and criminal penalties. By continuing to use this system you indicate
Sign in with SDCC keycloak your awareness of and consent to these terms and conditions of use. LOG OFF

IMMEDIATELY if you do not agree to the conditions stated in this warning.
For Assistance

Sign in with PNNL CORE OAUTH

If you are experiencing problems, or if you think
your account may be locked, contact the ITD
Sign in with Oneld Helpdesk at 631-344-5522, or itdhelp@bnl.gov,
for assistance.

ENERGY BROOKHEAVEN
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Possible Extended Federation Options
* OnelD, ORCID, Google, LinkedIn, etc

nelD ClLogon

BNL Active Director Y SDCC Shibboleth IDP

NOTICE TO USERS
BROOKHFAIEN
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SP Proxy Architecture @SDCC

\

InCommon
&
eduGain

OnelD

OAuth Providers

|dP Proxy

| |
l l |
| SAML SP | | OIDC RP | | OAuth RP |

20
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OIDC RP

SAML SP

Authorization




SP Proxy Benefits

» Offload the AuthN/AuthZ off Apps/Services

* Leverage Central IAM(ldentity and Access Management)
Systems

 Eliminate the needs for managing users in local applications
« Comply with Cyber policies
e Security

BROOKHFAEN
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SP Proxy Example A: Jupyterhub

_
Jupyter hub
SPee e HTC

Access to Condor queues and HTC computing resources via SDCC
JupyterHub. Requires a valid SDCC account and corresponding
experiment affiliation.

I!:l! I!Eil More info | SDCC HTC JH

—_—
Jjupyterhub
SDCC .v HPC

Access to Slurm scheduling and GPU computing resources on the IC
and KNL clusters via JupyterHub. Requires a valid SDCC account
and computing resource allocation.

‘ Launch IC ‘ Launch KNL ‘ More info ‘ SDCC HPC JH

U.S. DEPARTMENT OF

22

v

SDCC MFA

Username

Password

SDCC MFA

One-time code

|
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SP Proxy Example B: Phonebook

U.S. DEPARTMENT OF

ENERGY

Log in to www.sphenix.bnl.gov

Log in to www.sphenix.bnl.gov:443
Your login information will be sent securely.

Cancel

23

Username

Password
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Looking for utilizing AAI for your applications?

Lot to take in, but don’t be overwhelmed by the technology, rather ask:

* Does the application need protection? - Determine the need for AuthN

* Who are the collaborators accessing the protected sources? - Determine
IdP authentication sources & providers

« Can application inherit identity via REMOTE_USER? - Determine SP model

* What protocol can application handle? - Determine the authentication
protocols among SAML/OIDC/OAuth

» Does it require authorization? - Determine AuthZ
* Where is entitlement data for AuthZ? - Determine authorization model

BROOKHFAEN
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Questions?
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